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Objectives
 Introduction
 Why should you care about cyber security?
 Most common cyber attacks
 Consequences of a successful attack
 Quick wins
 Longer term resilience
 Resources
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WHAT IS CYBER SECURITY

“Cybersecurity refers to any technologies, practices and policies for 
preventing cyberattacks or mitigating their impact. Cybersecurity aims to 
protect computer systems, applications, devices, data, financial assets and 
people against ransomware and other malware, phishing scams, data theft 
and other cyberthreats.” (IBM)

“Cyber security helps individuals and organisations reduce the risk and 
impact of cyber attacks”. (NCSC)
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ABOUT US

ITSUS is a specialist networks and cyber security SME, 
providing a wide range of ICT lifecycle services to 
defence, public and commercial sectors.

Trading since 2008

Cyber Essential Plus and ISO 27001 certified 

26 full time staff

Based in Cardiff
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NO ONE WOULD WANT TO ATTACK ME!

But…

Who are your customers?
Who is in your supply chain?
How would a successful cyber attack affect your business?

43% of businesses and 30% of charities had 
some form of cyber attack in 12 months



COPYRIGHT © 2026 ITSUS CONSULTING SLIDE 9
11 FEBRUARY 2026



COPYRIGHT © 2026 ITSUS CONSULTING SLIDE 10
11 FEBRUARY 2026

Threat Modelling

Phishing 
email

Credential 
theft

Remote 
access

Privilege 
escalation

Invoicing 
data
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TYPES OF BREACHES OR ATTACKS

Type of breach / attack Proportion of attacks reported
Phishing attacks 85%
Impersonation 34%
Devices targeted by other malware 18%
Takeovers (web / social media / email) 7%
Hacking / attempted hacking of bank accounts 6%
Devices targeted with ransomware 6%
Other (DNS, Unauthorised access / listening / other) 9%

NB – Businesses may be affected by more than one type of attack

Source: Cyber Security Breaches Survey 2025, DSIT
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THE CONSEQUENCES OF A SUCCESSFUL ATTACK

Consequences of a successful cyber attack:

 System downtime causing revenue loss
 Lost customers 
 Reputational damage 
 ICO fines

DSIT estimate that approximately 612,000 UK business identified a 
cyber breach or attack in the 12 months preceding the report
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Quick Wins

• Cyber Aware campaign – NCSC https://www.ncsc.gov.uk/cyberaware/home 
• Free Cyber Action Plan – NCSC https://www.ncsc.gov.uk/cyberaware/actionplan 
• 10 Steps to Cyber Security – NCSC https://www.ncsc.gov.uk/collection/10-steps 
• Check your cyber security – NCSC https://checkcybersecurity.service.ncsc.gov.uk/ 

People TechnologyProcess

https://www.ncsc.gov.uk/cyberaware/home
https://www.ncsc.gov.uk/cyberaware/actionplan
https://www.ncsc.gov.uk/collection/10-steps
https://www.ncsc.gov.uk/collection/10-steps
https://www.ncsc.gov.uk/collection/10-steps
https://checkcybersecurity.service.ncsc.gov.uk/
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NCSC Cyber Action Plan
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NCSC 10 Steps

Asset Management
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Password Evolution

spaghetti
Spaghetti
Spaghetti1
Spaghetti1!
spaghettisaucecheese
Icookspaghettieveryday
1Co0k$pahgett1everyday

https://haveibeenpwned.com/ 

One word for everything

Add a capital letter

Add a number

Add a special character

Three random words

Passphrase

Passkey

https://haveibeenpwned.com/
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Defence in Depth

Image from https://maheshcg.me/the- swiss - cheese- cyber- security- defense- in- depth- model/
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Defence in Depth

Image from https://maheshcg.me/the- swiss - cheese- cyber- security- defense- in- depth- model/
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Longer Term Strategy

• Cyber Essentials / Essentials Plus
• ISO 27001? Senior leadership buy-in
• Check your back ups
• Incident Response plans, Disaster Recovery plans, Business Continuity
• Table top exercises
• Simulations
• Custom configuration of technical controls – e.g. Microsoft Office 365 E3 / E5 
• Create a culture of good cyber security

Least privilege Cloud FirstZero Trust
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Closing Quiz
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Closing Quiz
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Closing Quiz
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Closing Quiz
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USEFUL RESOURCES

➢ Check your Cyber Security
➢ Cyber Aware Action Plan
➢ Action Fraud
➢ Cyber Resilience Centre
➢ Join local Cyber Cluster

https://basiccheck.service.ncsc.gov.uk/?_gl=1*14b2c2u*_ga*Mzk3NzY3NzI4LjE3MzE5MTkxMDc.*_ga_FMH2FBTCEP*MTc0MDc0MTA2MC4yMi4xLjE3NDA3NDEwOTguMjIuMC4xMjM4MzAzNzY2
https://basiccheck.service.ncsc.gov.uk/?_gl=1*14b2c2u*_ga*Mzk3NzY3NzI4LjE3MzE5MTkxMDc.*_ga_FMH2FBTCEP*MTc0MDc0MTA2MC4yMi4xLjE3NDA3NDEwOTguMjIuMC4xMjM4MzAzNzY2
https://www.ncsc.gov.uk/cyberaware/actionplan
https://www.ncsc.gov.uk/cyberaware/actionplan
https://www.actionfraud.police.uk/reporting-fraud-and-cyber-crime
https://www.actionfraud.police.uk/reporting-fraud-and-cyber-crime
https://www.wcrcentre.co.uk/
https://www.wcrcentre.co.uk/


CONTACT US
Dr Clare Johnson, Capability Lead (Cyber & Networks)
clare@itsusconsulting.com 

ITSUS Consulting
4 Earlswood Road, Llanishen, Cardiff CF14 5GH

Phone
T: 02920 003 170

Email
sales@itsusconsulting.com

mailto:clare@itsusconsulting.com


QUESTIONS
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